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. RESPONSE CALENDAR

November 18, 2025 Posting of RFI

January 15, 2025 Questions Due Date
January 16, 2025, 11:00 AM EST Pre-Proposal Conference
January 29, 2026, 2:00 PM EST Response Due Date

Il. CONTACT INFORMATION

All questions concerning this RFI should be submitted via email to:

Buyer
Kaaliyah Fratarcangeli

Kfratarcangeli@philasd.org
Office of Procurement Services

School District of Philadelphia
440 N. Broad Street Philadelphia, PA 19130

lll. PROJECT OBJECTIVE

The Office of Curriculum and Instructions issues this RFI with the objective to
locate vendors who provide Personal Finance curriculum for high school
students, free of charge. The curriculum must align to Pennsylvania Personal
Finance Standards and the National Standards for Personal Financial Education.
The objective is also to secure ongoing teacher professional development, free of
charge, and adult workshops in Personal Finance.
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IV. SCOPE OF NEEDS

SCOPE OF SERVICES

The School District of Philadelphia (the “District”) is issuing this Request for Information (RFI)
for the purpose of identifying a vendor(s) for the below categories. The information outlined
explains our critical expectations and requirements for Financial Literacy services. The final
scope of services will be determined after vendor interviews and selection, considering all
vendor offerings presented. Vendors are expected to address all the needs outlined in the scope of
services. If a vendor fails any of the phases of the process, they will not move to the next phase.

Phases:
1. Content Review

a. Vendors will provide sample resources (see Submission Packet instructions
below) for review of instructional content by pre-identified internal and external
stakeholders.

2. Equity and Inclusivity

a. Vendors will need to provide a statement on how their mission/product advances
our commitment toward Equity as cited in our definition. Here is the full
framework: Equity Framework

3. Technical Requirements

a. Vendors must meet technical requirements at the due date of proposal. Vendors
must complete the Technical Requirements Checklist for each proposed
product.

4. Office of Research and Evaluation

a. Evidence of Effectiveness: In alignment with the reauthorization of ESEA,' the
District emphasizes the use of activities, strategies, and interventions that are
supported by evidence of a product’s effectiveness compared to another
reasonable or common alternative. To fulfill the evidence of effectiveness
requirement, vendors must include a description of the level of evidence
(demonstrates a rationale, promising, moderate, or strong, as defined by the ESSA
evidence tiers) that supports the proposed approach. This description should:

e Be a maximum of 2 pages.

e Include the relevant study citation(s) (and PDF in the Appendix if
possible), a brief summary of the research, and a description of the

" ESEA refers to the Elementary and Secondary Education Act of 1965, as amended by the Every
Student Succeeds Act (ESSA) of 2015.
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relevant findings for specific grades, subject areas, and student subgroups
(e.g., English Learners, students receiving special education services,
accelerated students, etc.) that you believe provide evidence of
effectiveness.

e Indicate whether the study was completed by the vendor or an independent
third-party researcher.

e Provide a compelling argument for how the research findings relate to the
proposed program and intended outcomes as described in the proposal.

Additional information

Outline of the products & services you offer, including the features and benefits and how
they address the scope requested herein. The categories of resources sought in this RFI
are listed below. However, the materials, supplies, and digital resources listed herein
should not be construed to be rigid or all-inclusive.

1. Curriculum:

e Comprehensive curriculum that covers:

o

o

Pennsylvania Personal Finance Standards (required) (HERE)

National Standards for Personal Financial Education (preferred but not required)
(HERE)

A mix of in-person and online formats.

Hands-on activities, simulations, and real-life opportunities and scenarios to
reinforce learning.
Offer opportunities for students to engage in discussions and ask questions.

2. Resource Development:

o

Curate a list of resources, including websites, apps, and tools that students can use
to enhance their financial skills post-program.

Develop a digital toolkit that students can access for ongoing learning and
support.

3. Assessment and Evaluation

Implement pre- and post-program assessments to measure students’ financial
literacy levels and program effectiveness.

Provide recommendations for program improvements based on feedback and
evaluation results.

Hands-on activities and real-life opportunities and scenarios to reinforce learning.

School District of Philadelphia (RVD 9-5-24) Page 5 of 24


https://docs.google.com/document/d/1Ke3wL9ZOnyrC67xbOl9ECFpWuCEL0WQA-PZkjGRiBfc/edit?usp=sharing
https://docs.google.com/document/d/10MOoZKvi5LSjHP8hGMw47kl5ntYLTs34mM79pfPy9Pc/edit?usp=sharing

REQUEST FOR INFORMATION (RFI)

Three year implementation is inclusive of the following:

(Teacher and student numbers are estimates and may be adjusted later)

1. Student copies (digital and print) up to 10,000 students per grade.

o

Yearly replenishment of consumable student books up to 10,000 students per
grade.

Yearly replenishment of non-consumable student books (if applicable) for 2,000
students per grade

2. Teacher copies (digital and print) for 500 teachers per grade

o

Yearly replenishment of teacher guides for 100 teachers per grade

3. Hands-on materials (consumable and non-consumable for each unit) for 10,000 students
per grade.

o

Yearly replenishment for consumable hands-on materials for 10,000 students per
grade

Yearly replenishment of non-consumable hands-on materials as needed (10% of
non-consumable materials replaced per year)

4. Technology specifications and requirements, if applicable

o

All hardware and tools are required to be configured over a wired internet
connection. Tools that are configured for wireless compatibility only are not
supported. Please reference the Technology Requirements below for more details.

Digital resources must comply with the Technology Requirements for application
integration into the District’s environment, including, but not limited to, single
sign-on, user rostering and management, and required data protections/privacy
requirements.

5. Training and support, if applicable

o

o

o

For resources that require training, provide an optional professional development
plan.

Provide a service plan for all non-consumable hardware.

Describe documentation provided for operation, if applicable

6. Customer Service Support for Central Office
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7.

o Provide a plan to respond to Central Office requests for any training and
materials.

Delivery Process for Schools

o Provide delivery process details: tasks, timeline, turnaround time, and forms for
ordering and receiving materials.

o Provide a plan for the timely execution of materials and professional development
for schools or District administrators, delivery of materials to schools, and
servicing of and technical support for equipment (if applicable).

Implementation Timeline

There are five stages for this project.

Phase 1: Vendor selection process

Phase 2: Development: In the first month of the project, schools will be given lists of
selected vendors for selection of a variety of Financial literacy services. This work
will be conducted by the District but will require timely responses to inquiries by
selected vendors.

Phase 3: Implementation: Orders will be placed throughout the school year by
schools and District administrators.

Phase 4: Review: District administrators will conduct reviews of all vendor-supplied
goods and services on a rolling basis and will contact vendors with any concerns.

Phase 5: Close of project: During the 3rd year of the project, a final review of all
vendor supplied goods and services will be conducted.
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EVALUATION CRITERIA

The District will evaluate all Proposals submitted in response to this RFI through the school
district evaluation committee. The Evaluation Criteria in this Appendix D set forth the specific
criteria the District will use to evaluate Proposals. The District will consider each measure
included in the checklist, but the District reserves the right and discretion to determine the
different weights assigned to each criterion.

The District will select the Proposer or Proposers for recommended award of a Memorandum of
Understanding for the work, based on the District’s evaluation and discretion as to the best
qualified Proposer or Proposers whose Proposal or Proposals best meet the needs of the District
as set forth in this RFI, and which constitute the best value to the District, as determined in the
District’s sole discretion.

Proposal Evaluation

The District will base scoring on information including, but not limited to, the Proposer’s
Proposal documents, references, product demonstrations, and site visits. The evaluation team
shall be under no obligation to contact Proposers for clarification of Proposals, but the District
reserves the right to do so at any time prior to execution and delivery of a Memorandum of
Understanding.

Evaluation of Materials

Materials will be evaluated based on the following criteria:

I. Culturally and Linguistically Inclusive Foundation

Program must be designed to be culturally and linguistically responsive:

e Culturally and linguistically inclusive instructional resources seek out, build, and
leverage knowledge of the cultures and identities of the communities that we serve in
order to make relevant, meaningful connections and learning experiences.

e Resources that reflect the cultural, linguistic, and religious diversity of our student body
and the world.

e Instructional resources help students see that all walks of life are relevant and important
and that they are in a safe environment where everyone is not only accepted and
celebrated but also included in the development and ownership of the school and class
culture.
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Resources should support students and teachers to make cross-curricular connections and
to see math as relevant outside of the classroom.

Instructional resources heavily influence students’ perceptions about themselves and
others. It is important to offer students instructional resources about people like them and
their family—as well as about people who are different from them and their family.

II. Math Content and Pedagogy

A.

B.

C.

Online Instructional Delivery Capability
Student Practice Tasks/Activities that are Rigorous, Inclusive, Meaningful, and Engaging
Assessments and Projects/Performance Tasks

Use of technology such as, but not limited to, instructional software and online graphing
tools

Guidance for Teacher Lesson Planning and Execution
Resources foster student discourse and develop a strong and positive learning community

Resources provide a variety of tasks that balance conceptual understanding, procedural
skill and fluency, and application.

A strong focus on criticality. The resources support students in developing deep and
analytical thinking to understand power and equity as it applies to financial situations and
systems.

Financial Literacy includes the following topics:
a. developing sound money management skills including goal setting
b. developing a plan for how to spend, save, and share financial resources

c. developing an understanding of one’s earning capabilities and how they are
maximized by career planning, education, and job choices

d. developing an appreciation for the costs and benefits of borrowing money
analyzing the services financial institutions offer people to secure, access, and
transfer their money

e. developing risk management strategies to protect against future loss
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f. understanding how saving and investing influence lifelong opportunities for
financial independence.

11. English Language Development for English Learners

Program must meet the criteria specified for English Language Development for English
Learners:

Aligned with Common Core Standards and WIDA 2020 Framework (WIDA Standards,
Key Language Uses and Proficiency Level Descriptors) and Three Moment Lesson
Framework

Resources provide integrated opportunities for engagement with Math Language
Routines.

Sociolinguistic, sociocultural, and asset-based instructional approach to simultaneously
learning language and content building on students' linguistic and cultural resources by
accessing prior knowledge and experiences.

Units include interpretive (listening, reading, viewing) and expressive (writing, speaking,
representing) language modes

Materials and texts include embedded scaffolding that amplifies (versus simplifies or
modifies) texts, assessments, and ancillary materials that build on students' linguistic
resources

Include structured oral language practice and multiple opportunities for speaking in
authentic, academic language discussions

Math Dual Language: Same as above provided in Spanish.

V. Special Education

Vendor(s) will need to provide accessible instructional resources that are specialized or
alternative formats designed to support students with disabilities. In particular, the materials and
resources should include the following components:

Universal Design for Learning principles
Concrete, Representation and Abstract (CRA) models to support student learning

High leverage instructional practices that include but are not limited to: scaffolding,
explicit instruction, cognitive and metacognitive strategies, etc.
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e Components of social and emotional learning

e Lessons to support secondary transition, in order to prepare students with disabilities for
college and career readiness

e Adaptive or alternative instructional resources aligned to standards to support students
with complex needs. (i.e larger font, closed captions, text to speech, braille etc.)

V1. Post Secondary Readiness

Vendor(s) will provide instructional resources that are specific to the following areas designed to
support students in determining their postsecondary pathway. These topics should be integrated
across grade-levels, not just in High School resources. Specifically, the materials should include
the following instructional areas and/or components:

e Support Career Education and Work Standards
o Entrepreneurship
o Career Awareness and Preparation
o Career Acquisition
o Career Retention and Advancement

e Resources that are designed to include postsecondary awareness as an integral part of
content specific lessons

e Incorporate lessons that support learners of English and/or undocumented students

e Incorporate lessons and assessments to support secondary transition, in order to prepare
students with disabilities for college and career readiness

e Materials that demonstrate cultural and linguistic inclusion in career exploration and
selection

e Instructional resources that support academic advising in the classroom
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Evaluation Criteria

The District will evaluate proposals on the criteria listed below and the ability to satisfy the
requirements of this RFI in an efficient manner. Factors include, but are not limited to the

following:

Weight:
Category Criteria %
Company Does the firm have experience providing
Background & financial literacy resources to K-12
Experience institutions?

Have they provided services in a similar
format, within a similar time frame, with
similar populations, etc.?

Provides evidence of delivering superior
customer service and customer service

satisfaction ratings. 20%
Technical Does the proposal state they can provide
Specifications goods and services within the District

technical specifications?

Does the firm have experience working with
other clients with the same type of technical
specifications? 20%

Plan of Work Does the vendor provide a detailed approach
(implementation plan) to the work that is
both comprehensive and related to the
following:

* Services provided

* Meet evaluation of materials standards

* Technical support

* Licensing and virtual support (if

applicable) 20%

Capacity Does the firm have the resources in

personnel and infrastructure to perform the

scope of work services, within a reasonable

timeframe and at a high standard? 40%
TOTALS: 100%
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V. FUNCTIONAL REQUIREMENTS

School District of Philadelphia
Technology Specifications

Overview

The School District of Philadelphia (“District”) seeks a technology-based enterprise platform and/or
service that collectively represents a turnkey solution (hereafter referred to as simply, “solution”).
Understanding that the District’'s primary focus is K-12 education, the District is looking for a solution that
includes all key resources for successful deployment, implementation, and ongoing support and
maintenance. The responder should fully enumerate all one-time and recurring resources, costs, and
requirements that would be assumed either partially or fully by the District in terms of technology
procurement and support.

The District expects the responding vendor to focus and expand on the technology components of the
proposed solution and has included pertinent background information on the following:

2
%
—_

. Network Specifications
. Delivery Model

. Data Protocols

2
3
«» 4. Application Integration
5. Support and Service Level Agreements
6

. Miscellaneous

It should be noted that portions of this appendix and the included informational sections may not be
applicable to a vendor’s solution, but has been included for completeness and full disclosure of the
School District’s IT infrastructure and systems environment.

1. Network Specifications

All District-operated school and administrative facilities support universal access to the Internet through
local-area networks utilizing TCP/IP and standards-based non-proprietary protocols and transports. The
District's network infrastructure includes several "intrusive" gateway components including firewalls,
proxies, content filtering, traffic management and packet inspection technology. Network addressing is
accomplished through the exclusive use of private IP addresses (i.e. 10.x.x.x), in conjunction with
1-to-MANY network address translation at the Internet gateway.

Minimally, each classroom and office location contains two (2) hardwired 1-Gbps switched Ethernet
connections and all school facilities generally support building-wide 802.11ac WiFi wireless connectivity.
Each school and administrative facility is connected to a fiber-optic metropolitan-area network through a
20-Gbps upstream connection, with all District facilities sharing 40-Gbps commodity Internet service, in
addition to 10-Gbps Internet2 connectivity.

All proposal responses should specify detailed requirements for network connectivity and bandwidth
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capacity as well as ancillary requirements (if any) for specialized network or administrative services such
as remote VPN access, firewall policy exemptions, or customized LAN configurations.

Technical considerations for compatibility with the District’'s network environment:

Solution must be capable of working in a network proxy and network address translation (NAT)
environment.

Solution should require only the use of TCP service ports 80 (http) and/or 443 (https).

Solution robustness and capacity should be verifiable via web performance and load testing
software/service reporting, and capable of sustaining adequate simultaneous client/web
connections for the intended use/audience.

Hosted solutions should be equipped to provide increased bandwidth on demand, as needed.
Should support connectivity by both IPv4 and IPv6 protocols.

Should not require the use of Multicast protocols.

It should be noted that while the District maintains a fairly robust and highly-available technology
and communications infrastructure for District-operated schools, no assumptions should be made
concerning other public, private, or partnership school facilities, including Charter schools and
Early Childhood centers. These locations operate and are maintained independently from the
District in terms of technology and connectivity.

Delivery Model

2.1, Hosting

The District requires a hosted service delivery model such as an Application Service Provider

(ASP), Software as a Service (SaaS), or Internet cloud-based model for hosting of vendor’s
solution. The proposed technology solution must not require or rely on the use of local on-premise
server(s) or server appliance(s) other than those discussed elsewhere in this Appendix. Vendor
should be prepared to provide information on the hosting facility, such as hosting company name,
contact person, contact number and service level agreements that exist between respective
companies.
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2.2 Delivery Model Cost Breakdown (illustrative example only — include all costs, fees
and resource needs that must be assumed by the District for the proposed
solution(s))

e Hardware, Server and/or Software Acquisition Costs

e [nstallation Costs

e Application Licensing Fee(s)

e Database Licensing Fee(s)

e Maintenance Costs for Hardware and/or Software

e Maintenance Costs for Database(s)

e Technical Support Fee(s)

e Training Expenses

e Costs for Vendor Help Desk or Customer Support Center

e Vendor Programming Personnel Costs (estimate): hrs. x $/hr. = total

e Vendor Consulting Services Costs (estimate): hrs. x $/hr. = total

e School District of Philadelphia IT Personnel Maintenance Resources (estimate): hrs.

e 3"-Party Software Expenses

e Disaster Recovery and/or Business Continuity Expenses

e Other Costs or Expenses (e.g Input Devices, Consumables, SSL Certificates, Online Storage,
Offline Backup/Archival etc.)

3. Data Protocols

3.1. Data Ownership

The District assumes the term Data shall mean all information, whether or not confidential, entered
into software or equipment by or on behalf of the School District and information derived from such
information, including as stored in or processed through the equipment or software, including,
without limitation, all data and information submitted to a vendor by the School District. All
responding vendors should be aware that all School District Data shall remain the sole and
proprietary property of the School District in perpetuity, throughout and beyond the term of any
agreement.

Vendor shall not allow Data to be transferred or stored in any form, including physically or
electronically, outside of the United States or its territories. Further, Vendor shall not permit its
employees, contractors or service providers, to access District Data from outside of the United
States or its territories, for any purpose including but not limited to use for call centers, help desks,
technical support, system configuration, hosting, maintenance, troubleshooting or disaster recovery.

The School District requires that the Data owned by the District must be transferable to the District
in a usable format and should include an Entity Relationship Diagram and Data Dictionary. It should
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also include the ability to roll off data to retrievable archives and the ability to load historical data for
reporting purposes.

No vendor shall be permitted to destroy or cause to be destroyed; any School District Data unless
otherwise permitted by the District through prior expressed written consent. At any time during the
term of any subsequent agreement resulting from this RFP, the School District may request copies
of or access to, all or any subset of School District Data.

Upon termination of any agreement for any reason, within a time period to be set at the time of
contract negotiations, the awarded vendor agrees to return in an industry-standard and District
approved format, media containing all School District Data currently in the possession of the vendor
and/or its subcontractors. Upon completion of the return of all Data to the District, the awarded
vendor will then take all reasonable efforts to securely destroy and dispose of all School District
Data in its possession or in the possession of its subcontractors.

The District must be notified immediately in the event of any type of data breach and the awarded
vendor will satisfy applicable data retention requirements as set forth by the District.

3.2. Compliance

Vendor will be required to adhere to all local (Philadelphia County), state (Pennsylvania), and
federal laws and regulations as applicable, including, but not limited to FERPA, COPPA, CIPA,
CIPA-2, HIPAA and ADA.

The School District of Philadelphia is committed to providing access to our electronic information,
including our websites, for individuals with disabilities in accordance with all applicable State and
Federal laws. Section 504 of the Rehabilitation Act of 1973 and Title Il of the Americans with
Disabilities Act of 1990 require us to ensure that anyone with disabilities seeking information or
services from us, have access to and use of information and data that is comparable to the access
and use by any other members of the public who are not individuals with disabilities. This
requirement extends to any and all web-based services, applications, or other technology that is
acquired, contracted or otherwise made available by the School District, to its students, staff and/or
community members. Responders to this solicitation shall be equally responsible and contractually
bound to ensure their product and service offerings are accessible pursuant to the aforementioned
laws. The School District's website accessibility standards can be found here:
https://www.philasd.org/administrative-procedures-for-website-accessibility/.

3.3. Data Interchange

All external data interchange will require protocols and transports containing strong
certificate-based encryption (minimal 256-bit, RSA minimal 2048-bit) such as HTTPS, FTPS, SFTP,
SSH, or TLS (1.2 or newer). Vendor’s Public Key or Digital Certificates must be valid, current and
issued by a trusted Certificate Authority (“CA”), and generated from root CA’'s that are commonly
included in popular web browsers as signing authorities. The School District WILL NOT support
vendor solutions that rely on “self-signed” Digital Certificates.

4. Application Integration

4.1, Overview

The proposed solution may be required to import/export data files from various District enterprise
systems. It is required that at a minimum the vendor utilizes a flat file format (i.e. comma-separated
values) for data transport. Alternatively, the District will consider file formats that meet current
District standards and that are directly compatible with the source/destination system(s) (e.g. XML).
In many cases, 3“-party data integrations will interface with the District's Operational Data Store
(“ODS”) which connects the many disparate District systems into a single robust Oracle-based
database.
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The District has adopted IMS Global’'s OneRoster v1.1 CSV specification as the open standard for
importing/exporting student information including user enrollment, demographics, course
information, schedules and grades. Any technology solution that will integrate with District student
data systems for the exchange of student information and academic data, will be required to
natively support the OneRoster v1.1 specification. If such integration is necessary, the District will
not consider solutions that require the use of a 3™-party integration tool, platform, or service.
Vendors should provide additional information, use cases, and/or references for successful
implementations of IMS Global’'s OneRoster specifications, including version information.

The District currently uses two ERP systems: Oracle Fusion Cloud Enterprise Resource Planning
for Finance and Procurement and CGl’'s Advantage 2000, for Human Resources Management and
Payroll. Oracle Fusion Cloud ERP is a fully web-enabled interface to centrally manage purchasing
and financial planning. Advantage 2000 is an IBM mainframe-based application suite using
Computer Associates’ Datacom as the centralized database.

The District’'s Student Information System is Infinite Campus District Edition, a fully web-enabled
interface for teachers, students, and administrators, utilizing Cloud Choice Hosting.

The District’s Instructional Management System is Schoolnet by Pearson Education.

The District currently operates two student-facing Learning Management Systems - Google
Classroom and Canvas. When appropriate, integration with these systems is preferred.

The District’'s Business Data Warehouse (BDW) is constructed on DataBlocks K12 Analytics model.
The District's BDW is organized according to the multidimensional model that hinges on the
concepts of facts and dimensions in an Oracle based system. The District’s current Bl layer is Qlik
Business Intelligence and Enterprise Reporting platform.

The District’s primary enterprise directory service is LDAP v3 compliant, running on a Linux-based
architecture. The District does not utilize Microsoft's Active Directory for its enterprise directory
services.

4.2. Web-based Standards, Client Software and Application Components
The proposed solution must generally adhere to the District’s client (end-user) requirements.

v’ In general, applications that will be used internal and external to the District (schools,
administrative offices, and/or staff/student/parent homes) must be web-based and entirely
client platform/web browser agnostic.

v/ The District’s standard supported web browser configurations are Google Chrome, Mozilla

Firefox, Apple Safari, Microsoft Internet Explorer, and Microsoft Edge. The School District’s
minimum web browser specifications can be found here:
https://www.philasd.org/ithelpdesk/minimum-browser-requirements/.

v/ The District supports Apple Mac OS X (v10.10 and newer), Microsoft Windows (v7 and
newer), and Google ChromeOS (78 or newer) client operating systems.

v’ The District’s supported mobile OS platforms are Apple iOS and Google Android.
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v/ District-owned OS X and Windows desktop and laptop platforms are protected using an
antivirus solution licensed from Fortinet.

v/ Vendors must provide a complete listing of any required web browser plug-ins or
supplemental client software (e.g. Flash, Shockwave, QuickTime, Adobe Reader, etc.) as well
as minimal supported version numbers.

v/ Any solution that relies on the use of a client-side Java engine, must utilize a current
Oracle-supported version of the Java runtime engine (v1.8 or newer).

v/ For any services delivered via the web, the vendor must document the use of role-based
functionality and access.

IMPORTANT NOTE: As of December 2020, Adobe Software has formally retired the Adobe Flash
architecture. Many operating system and browser platforms have announced pending termination of
support for Adobe Flash, and some have already begun disabling Flash support in their default
configurations. Due to support concerns, the School District will likely disqualify any technology
solution that is dependent upon the web-based Adobe Flash framework.

If the service delivery model is provided as a hosted, outsourced or cloud-based platform or service,
the District is entirely agnostic to the server, software and back-end platforms being utilized by the
vendor. However, if the solution requires that the District host or maintain any aspect of the
proposed solution, the following system, application and database platforms are generally
supported by the District:

» Oracle Database

= MySQL Database

= Java Programming Logic

= JSP Pages (Presentation Layer)

= Apache/Tomcat Application Server

= Unix/Linux-based Operating Systems

4.3. Google Workspace for Education (formerly, “G-Suite for Education™)

The District has implemented a G-Suite domain tenancy and provisions user accounts for most (but
not all) of its associated users. Vendors may propose products or solutions that will interface with
the District's Google Workspace environment. Such proposals must comply with the District’s
policies regarding data privacy and the use of online resources. The District chooses to enable and
configure the use of Google’s services in accordance with state and federal laws, its internal
p0I|C|es and the contract negotiated with Google, an excerpt of which is available for review at
. The District's Google Workspace domain organizes staff members
by account status, and students by school and grade level. The Google Workspace domain cannot
differentiate users by classroom or section at a school. For any proposed solution, further
discussions will be needed to determine if Google integration is feasible and appropriate.

4.4, Application Portal Integration, Identity Federation and Single Sign-On (SSO)

All third-party applications are generally required to integrate with the School District’'s web-based
Employee, Student and/or Family Portal(s) as appropriate.

The District has implemented an open-source Identity and Access Management platform, Central
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Authentication Service (CAS), which permits authenticated users to gain access to applications
developed or hosted by third-party service providers. The District's solution is built upon the open
standard Security Assertion Markup Language (SAML 2.0). The District's system will serve as the
Identity Provider (or, “IdP”) to a vendor, who will act as the Service Provider (or “SP”).

The District prefers Service Provider-initiated Federation, where the SP generates an
Authentication Request that is sent to the idP, and the idP responds with a SAML Response. If a
vendor is unable to support SP-initiated SSO, then idP-initiated SSO can be initiated by the client,
sending an unsolicited SAML Response to the SP. The District requires that all SAML assertions
be digitally signed by certificate, but not encrypted. Vendors must provide static Service Provider
(“SP”) metadata in XML format for each SAML Service included in their proposal, including entityID,
endpoint URL, and signing certificate. = SAML Signing certificates may be self-signed or
self-generated, but the web transport (https) of all SAML assertions must be encrypted with
Transport Layer Security (TLS) version 1.2 or higher using a commercially signed certificate, as
defined above in Section 3.3 (“Data Interchange”).

The District will provide limited attribute release through SAML to authenticate its users and to
provide basic demographic and role information. Application Security and Authorization will largely
be processed through separate user data imports. Attribute release mappings are customizable to
some extent. A typical attribute release scheme includes a Globally Unique Identifier: a static
employee or student ID number released with a customer-specific prefix (for example,
“philasd12345”), which is designed to never change for the life of that digital identity.

Vendors should provide documentation regarding the level of compliance with Single Sign-On
protocols for any and all web browser-based applications proposed in the solution. or
additionally/alternatively, whether the proposed solution is capable of authenticating directly to the
District's enterprise directory service (i.e. LDAP) in some manner. Vendors should provide
additional information, use cases, and/or references for successful implementations of open-source
Identity Federation with other customers (if applicable).

4.5, Web Services and Application Programming Interfaces (APIs)

While the School District is limited in the current use and deployment of Web Services, third-party
applications may be required in the future to provide Web Services methods to extract or insert data
from a third-party application using standardized SOAP XML envelopes or REST transfers (for
example). The Web Services Definition Language (WSDL) must comply with W3C standards.

4.6. E-mail & Calendaring Services

The School District provides e-mail, scheduling and collaboration services to all employees and
students using either the Enterprise Edition of Zimbra Collaboration Suite v8.8, or Google
Workspace (formerly, “G-Suite for Education”). Solutions that wish to enable the exchange of
messages or event scheduling with District staff, must be capable of supporting open-source
protocols and file formats such as SMTP and iCal.

4.7. Electronic Document Management

The School District utilizes an electronic document management system to store and retrieve
personnel and financial documents. The District uses EMC Documentum ApplicationXtender 7.0 to
index scanned versions of documents including (but not limited to): invoices, purchase orders,
purchase vouchers, journal vouchers, grant certifications and documentation, payroll
documentation, employee health and disciplinary correspondence.

The District may request that vendors include solutions for providing electronic forms of pertinent
documentation, if such documentation is needed for inclusion in the electronic document
management system. Vendors would be required to provide pertinent documents in an electronic
format such as True Image File Format (TIFF) or Portable Document Format (PDF) along with
indexing information for import by the District.
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4.8.

Employee Smart Cards

All District employees are issued employee smart card ID badges. The District's employee smart
card standard is HID’s iCLASS architecture. Employee contactless smart cards are used as a
means of identification, access control and integration with the District's enterprise security and
surveillance system.

The technical specifications for employee smart cards are as follows:

4.9.

HID Part #2002PG1MN

Operating Frequency: 13.56 MHz

16K Bits (2K Bytes) with 16 Application Areas

35-bit Preprogrammed iCLASS Credential, Format H51558

Plain White PVC with Gloss Finish (Front Packaging)

Plain White PVC with Gloss Finish with Magnetic Stripe (Back Packaging)
Sequential Matching Internal/External (Inkjetted) Card Numbering

Student Smart Cards

The District’s student smart card standard is MIFARE. This technology is currently utilized in the District’'s
high schools and middle schools for identification, entrance, egress and attendance tracking. Because the
systemic use of student smart cards will be phased in over time, any vendor solution requiring student
authentication might have to accommodate both PIN-code device entry as well as smart card use. There
are currently three ways for vendor solutions to utilize student smart cards for authentication: (1) unique
serial number pre-coded on every card; (2) unique student identification number programmed on data
storage portion of card; or (3) use of very minimal application-specific space available on data portion of
card (requires pre-approval by District IT management).
The current technical specifications for student smart cards are as follows:
MIFARE ISO/IEC 14443A with the following:

Contactless Transmission: Up to 7 cm

Operating Frequency: 13.56 MHz

Fast Data Transfer: 106 Kbps

8K Bits (1K Bytes) organized in 16 sectors with 4 blocks of 16-bytes each with user
definable access for each block

Data Integrity: 16-bit CRC, parity, bit coding and counting

Data Retention Period: 10 years minimum

Write-Endurance: 100,000 cycles minimum

ISO/IEF DIS9798-2 Three-Pass Authentication

True Anti-Collision

Replay attack protection through data encryption on RF-channel

Two keys per sector per application for multi-application with key hierarchy
Unique serial number for each device and transportable EEPROM keys

5. Support and Service Level Agreements

5.1.

Deployment, Administration, Configuration and Maintenance Requirements

Vendor should specify the personnel resources, skills and knowledge required to
customize, deploy, implement and maintain the proposed solution.

The District will expect regular and timely reports to support compliance with all
service level agreements.

The District will expect comprehensive usage statistics to be collected and shared
that demonstrate the ongoing usage level of the proposed solution.

Vendor should articulate the plan for providing support to end-users, the modalities
of support that will be provided (e.g. telephone, e-mail, web-based portal, facsimile)
and the proposed support service levels.

Vendor should provide a standard technical support plan, articulating how the
District reports and track issues.
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5.2. Systems Redundancy / Data Archival / Disaster Recovery

Vendor should include a plan for systems redundancy, data archival/backup, and disaster recovery
services in order to permit business continuity and to ensure the safety and integrity of the District’s
data. These considerations will be defined in more detail in the service level agreements during
contract negotiations.

5.3. Data Controls / Audits

With reasonable notice, a vendor shall cooperate with the School District of Philadelphia, or any
duly authorized local, state, or federal agency, to enable the successful conduct of an audit. The
vendor shall, in a timely manner, provide technical and security related information necessary for
such lawful and/or legally mandated audits. With respect to the collection, storage, use and
processing of enterprise data and information, the District adheres to SSAE-16 reporting
requirements as well as any applicable state and federal mandates. The responding vendor will be
required, without exception, to conduct and provide, on an annual basis, an independent SSAE-16
SOC1, SOC2 and/or SOC3 report, as applicable.

5.4. Availability / Service Level Credits

Vendor’s solution will be required to provide the highest degree of availability and responsiveness
under nominal as well as “high load” usage conditions. Any contractual agreement resulting from
award of this solicitation, shall include a mutually negotiated comprehensive service level
agreement to include Vendor service level credits or reimbursement for performance failures
including, but not limited to, unscheduled system downtime, loss of connectivity, unacceptable
end-user response, loss of District data, excessive response or mean-time-to-repair (MTTR) times,
and/or failure to provide acceptable annual SSAE-16 reports.

5.5. Training and Documentation

Vendor should detail the training materials (and specify medium — DVD, web-based, paper-based,
etc.) that exist for the proposed solution, as well as the training services (i.e. number of persons,
locations, number of days) that vendor is prepared to provide. The District strongly prefers that
vendor proposes multiple options for training models (i.e. computer-based instruction, instructor-led,
“train-the-trainer”).

Vendor should identify any/all documentation that exists for end users, administrators and
developers, as applicable.

6. Miscellaneous

6.1. Security

Vendor should provide a detailed overview of the proposed solution or application’s use of security
in relation to server/infrastructure hardware, user logins, authentication methodology, etc.

Remote support tools that require inbound firewall exceptions (e.g. Teamviewer, LogMeln, etc) will
not be permitted. All remote support must be delivered via a collaboration tool where a District staff
member must initiate the session and said staff member can grant/revoke support staff any remote
control privileges (e.g. Zoom, Google Meet, WebEX, etc).

6.2. Technical Environment Requirements

° Scalability — Vendor should include information regarding the anticipated
performance and load, including maximum session concurrency, of the proposed
solution that meets or exceeds the anticipated demands within the District. Vendor
should also include information on additional resources (hardware, software and
network) that would be required for increased usage.
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° Constraints — Vendor should specify any pre-existing hardware or software that the
proposed solution must directly interface with, inclusive of specific operating
systems, databases, middleware, or web servers.

° General — In the scenario of an SDP-supported implementation, Vendor should
document any dependencies on 3 -party products or plug-ins required in the
installation of the proposed solution, as well as any specific technical requirements
relevant to the installation or operation of the solution.

6.3. Implementation, Deployment and Transition Requirements
° Transition Plan — Vendor should describe plans for transitioning current data, user
accounts, etc., into the proposed solution (if applicable).
° Implementation — Vendor should describe technical plans for the installation, testing
and infrastructure configuration required to prepare the solution for production use.
° Scheduling — Vendor should provide an estimated time-line for installation and

implementation of the proposed solution.
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VI. SUBMISSION REQUIREMENTS

The following documents must be fully completed and submitted with your proposal/RFI
response:

e Technical Requirements Checklist
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VII. RIGHTS AND OPTIONS RESERVED

In addition to the rights reserved elsewhere in this RFI, the SDP reserves and may, in its sole
discretion, exercise any one or more of the following rights and options with respect to this RFI if
the SDP determines that doing so is in the best interest of the SDP:

1.

to decline to consider any response to this RFI (Response); to cancel the RFI at any time; to
elect to proceed or not to proceed with discussions or presentations regarding its subject
matter with any Respondent and with firms that do not respond to the RFI; or to reissue the
RFI or to issue a new RFI (with the same, similar or different terms);

to waive, for any Response, any defect, deficiency or failure to comply with the RFI if, in

the SDP’s sole judgment, such defect is not material to the Response;

to extend the Submission Date/Time and/or to supplement, amend, substitute or otherwise
modify the RFI at any time prior to the Submission Date/Time, by posting notice thereof on the
SDP web page(s) where the RFI is posted;

to require, permit or reject amendments (including, without limitation, submitting

information omitted), modifications, clarifying information, and/or corrections to

Responses by some or all Respondents at any time before or after the Submission
Date/Time;

to require, request or permit, in discussions with any Respondent, any information relating to
the subject matter of this RFI that the SDP deems appropriate, whether or not it was
described in the Response or this RFl;

at any time determined by the SDP, to discontinue discussions with any Respondent or all
Respondents regarding the subject matter of this RFI, and/or initiate discussions with any
other Respondent or with vendors that did not respond to the RFI;

to do any of the foregoing without notice to Respondents or others, except such notice as
the SDP, in its sole discretion, may elect to post on the SDP web page(s) where this RFl is
posted.

The SDP is not obligated to conduct subsequent discussions with any Respondent to this RFI, and
reserves the right to conduct discussions regarding its subject matter with firms that do not respond to
this RFI. This RFI and the process it describes are proprietary to the SDP and are for the exclusive
benefit of the SDP. No other party, including any Respondent, is intended to be granted any rights
hereunder. Upon submission, Responses to this RFI shall become the property of the SDP, which shall
have unrestricted use thereof. Responses may be subject to public disclosure under applicable law. By
submitting its Response, the Respondent agrees to the terms and conditions of this RFI.
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